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• People
• Web pages
• Imagery
• Resources
• Test yourself
• Recap

What we’ll cover
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“Every man should have a built-

in automatic crap detector 

operating inside him.”

Ernest Hemingway, 1954

Think like a detective
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People



People: 3 questions

1. Who is this person?

2. Are they real?

3. Did this person post 

this?
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http://simitator.com/generator/twitter

http://simitator.com/generator/twitter


People

• WebMii.com
• Pipl.com
• Whitepages.com
• Stalkerscan.com
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WebMii
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Pipl
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Pipl
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Pipl
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Pipl
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Pipl
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Whitepages.com
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Stalkerscan.com
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Stalkerscan.com
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Stalkerscan.com
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http://truthy.indiana.edu/botornot/

Bot or not?
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http://truthy.indiana.edu/botornot/


Fakepersongenerator.com
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1. Go find original post
2. Screenshot = fake

Did they really post this?
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Web pages



Real or fake?
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http://whois.domaintools.com/

• Company name

• Email

• Physical address

• Phone number 

• When last registered

Is a web page legit?
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http://whois.domaintools.com/


http://whois.domaintools.com/
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What other sites owned?

http://spyonweb.com/
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http://spyonweb.com/
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http://spyonweb.com/
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Imagery



Photoshop content aware
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Images
▪ Images.google.com: 

Google reverse image 
search.

▪ TinEye: a reverse image 
search engine that shows 
where an image 
originated, how it is used, 
whether modified versions 
exist and if there are 
higher resolution copies.
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https://support.google.com/websearch/answer/1325808?hl=en
http://www.tineye.com/


Tineye.com
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Really?
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Images.google.com
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Type words into Google reverse image search

Images.google.com
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Use your critical editing skills 
more than online tools 

Your brain is best tool
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Don’t look at the wizard

Look at everything 
around what a 
scammer wants 
you to see.
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https://www.wunderground.com/history

Tsunami wave crushes
my boat in Phoenix
on Saturday. 
Posted by 
Teresa Schmedding 
on May 6, 2010

Check the weather
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https://www.wunderground.com/history


https://www.wunderground.com/history

Tsunami wave crushes
my boat in Phoenix
on Saturday. 
Posted by 
Teresa Schmedding 
on May 6, 2010

Check the weather
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https://www.wunderground.com/history
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I had an epic view of a plane crash on the Hudson while 
sitting in my flat in New York.

Google earth
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https://earth.google.com/web/
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Instagram

Just some pretty pictures, 
right?
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Instagram

Influencer Amelia Liana 
posts images of herself at 
stunning locations 
around the world.

Posted May 2017
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Instagram

Freedom 
Tower went up 
in 2006-2014.
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Instagram

Freedom 
Tower went up 
in 2006-2014.
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• Desktop for Instagram
• Downloader for Instagram
• Helper Tools for Instagram

Look for tools
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https://chrome.google.com/webstore/detail/desktop-for-instagram/nlhjgcligpbnjphflfdbmabbmjidnmek?hl=en
https://chrome.google.com/webstore/detail/downloader-for-instagram/olkpikmlhoaojbbmmpejnimiglejmboe?hl=en
https://chrome.google.com/webstore/detail/helper-tools-for-instagra/hcdbfckhdcpepllecbkaaojfgipnpbpb/related


https://www.whopostedwhat.com/

FB tools
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https://www.whopostedwhat.com/


• A deep fake is a 
video that features 
one person’s face 
plastered onto 
another’s body.

• Requires a lot of 
data, video

• Expertise
• Routine situations 

v. odd

Deep fake video
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Video verification

• Alternate sources?
• Original source?
• Weather?
• Topography?
• Audio match video?
• Jumps?
• Watch background
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Use https://citizenevidence.amnestyusa.org/
to find thumbnails

Verify video
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https://citizenevidence.amnestyusa.org/
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• Know your clouds: 
Shelf, scud, tail, wall, 
roll clouds

• Tornado: Rotates

Faking the weather
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• Hail: Not round, not like 
a baseball

• Dirty
• Wet

Faking the weather
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Test your skills



Amelia Liana posted this 
image of her at Taj on Insta. 

▪ No crowds
▪ No construction
▪ Shadow on water
▪ Birds

Real or fake?
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Can you believe this 
freak snowstorm?

Teresa Schmedding 
posted on FB on April 14, 
2019, claiming to be in 
Chicago.

Real or fake?
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https://www.wundergr
ound.com/history

Check the weather
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https://www.wunderground.com/history


https://www.wundergr
ound.com/history

Check the weather
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▪ Josehp K Rice
▪ Hispanic, male
▪ 57 years old
▪ 3409 Longview Avenue, NY, NY
▪ 718-554-5076

Is this the man of my dreams?
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Real or fake?
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Real
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Real or fake?
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Fake
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Real or fake?
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Real
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Real Satire
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Recap & resources



• Freak weather
• Something odd near 

a landmark
• Screenshot v. link
• Too good to be true
• Use your brain!

Recap
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Resources

• https://newsinitiative.withgoogle.com/training/
course/verification

• http://verificationhandbook.com/
• https://www.fakerfact.org/

#ACESVerifyDC19 @tschmedding

#ACESbootDC19 @tschmedding @News_With_Love



Give us your feedback

http://bit.ly/digitalverdc

http://TK

Handouts
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More training online
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• Verification Fundamentals
• Big impact with small 

changes
• Advanced linking tactics
• Word macros

https://aceseditors.org/training/

https://aceseditors.org/training/

